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PREFACE

Disclaimer

The information in this document is subject to change without prior notice
and does not represent commitment from AIOT CLOUD CORP. However,
users may update their knowledge of any product in use by constantly
checking its manual posted on our website: https://www.aiotcloud.dev.
AlIOT CLOUD CORP. shall not be liable for direct, indirect, special, incidental,
or consequential damages arising out of the use of any product, nor for any
infringements upon the rights of third parties, which may result from such
use. Any implied warranties of merchantability or fitness for any particular
purpose is also disclaimed.

Acknowledgements

The USB UltraLock is a trademark of AIOT CLOUD CORP. All other product
names mentioned herein are registered trademarks of their respective
owners.

Revision History

Version Date Description

1. New Release

2. Support Configuration Import/Export Function

3. Support Whitelist for USB Storage/Key Board/
Mouse

v1.0 Oct 2022
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CHAPTER 1: Using THE USB ULtralLock

1.1 Introduction

The AIC USB UltraLock is a tool for configuring a white list for USB
Storages & USB Keyboard/Mouse.

USB is a convenient interface, but it also exposes a security risk when
used in industrial environments. “USB UltraLock Utility” can set
specific USB Storages & USB Keyboard/Mouse as a white list to ensure
the protection of Industrial PC(IPC).

Why an Industrial PC (IPC) need to protect his USB interfaces?

Industrial PC (IPC) is widely used in a specific environment, such as

an airport, factory, railway station, hospital, department store, etc.
They serve us in a variety of ways, but they are not always housed

in a secure enclosure. For example, if you go to the back side of a
signage player in an airport (which displays the flight schedules of the
planes), an IPC box is attached to the panel. You can easily control it
by plugging in any USB keyboard/mouse and a private USB storage.
The signage system will become your personal computer without any
security.

In the past, the only solution was to disable the USB ports by
configuring the BIOS. However, this means that all the USB ports are
disabled at the same time. If the customer wants to reboot, the BIOS
has to be updated, which is a complicated process.

Another solution is to change the PCB layout circuit by adding a GPIO
to the USB port power line, and then controlling the GPIO to turn on/
off the USB port using a special utility. However, this method requires
a layout change and higher cost.

all iot cloud =.
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The USB UltraLock Utility allows the customer to enable the
connected USB peripherals by adding them to the white list. If they
want to block them again, simply remove them from the white list
and the USB peripherals will be disabled. As for restricting the use of
USB drives, customers simply add the selected USB storages to the
white list and other USB drives that are not on the white list will not
work.
Check the operating system requirement before installing the USB
UltraLock Utility. Operating systems supported are:
e Microsoft Windows 11 and Windows 10. Do not install any
operating system that is not on this list.
Warning: We are not responsible for any incorrect
| configuration or if you have lost your white list USB
S0 storage peripheral or KB/Mouse.
alliotelod M
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1.2 Installing USB UltralLock

1. Double click on the filename of the USB UltraLock setup file, the
installation wizard will prepare the setup process and click Next.

i AIC Usb Ultralock - InstallShield Wizard

Welcome to the InstallShield Wizard for AIC
Usb Ultralock

The InstallShield(R) Wizard will install AIC Usb UltralLock on your
computer. To continue, click Next.

WARNING: This program Is protected by copyright law and
international treaties.

2. Check the I accept the terms in the license agreement option,
and click Next.

i AIC Usb Ultralock - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

AIOT CLOUD CORP., END-USER LICENSE AGREEMENT ~

Please carefully read the following terms and conditions before using this product. It contains
software, this use of which is licensed by AIOT CLOUD CORP., to its customers for their use only as
set forth below. If you do not agree to the terms and conditions of this agreement, do not use the
software. No part of this software may be reproduced, copied, translated or transmitted in any form
or by any means without the prior written permission of AIOT CLOUD CORP..

GRANT OF LICENSE:

AIOT CLOUD CORP.(the "Licensor") grants to you this limited, non-exclusive, non-transferable,
non-assignable license solely to use in a single copy of the Licensed Works on a single product for
use by a single concurrent user only and solely provided that you adhere to all of the terms and
conditions of this Agreement.

@;I accept the terms in the license agreement: Print

()1 do not accept the terms in the license agreement

InstallShield

all iot cloud =l
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3. Enter the user information and click Next.

fi& AIC Usb Ultralock - InstallShield Wizard

Customer Information

Please enter your information.

User Name:

Qrganization:

InstallShield

.
| | Cancel

4. Select Complete, click Next to continue.

ji5* AIC Usb Ultralock - InstallShield Wizard

Setup Type

Choose the setup type that best suits your needs.

Please select a setup type.

@ All program features will be installed. (Requires the most disk space.)
O Custom
Choose which program features you want installed and where they will
@ be installed. Recommended for advanced users.

InstallShield

| | Cancel

all iot cloud =.
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5. Click Install to begin the installation.

fi& AIC Usb Ultralock - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

InstallShield

< Back ‘ Install | | Cancel '

6. The installation will begin and may take a while.

ji5* AIC Usb Ultralock - InstallShield Wizard

Installing AIC Usb Ultralock

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs AIC Usb UltraLock. This may
take several minutes.

Status:
Installing Microsoft Visual C++ 2019 Redistributable Package (x64)

InstallShield

all iot cloud =l
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% | Note: Click Yes and then OK to reboot the system
\ when the reminder dialog window appears on the
: screen.

System Reboot

Do you want to reboot this machine to apply new environment
variables?

(®) Yes, T want to restart my computer now.

() No, T will restart my computer later.

7. Once the installation is completed, click Finish to exit.

jie AIC Usb Ultralock - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed AIC Usb
UltraLock. Click Finish to exit the wizard.

< Back Cancel

all iot cloud =l
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1.3 Launching USB UltraLock
1. Once installed, you should be able to find the program named
AIC USB UltraLock in the All Programs list. Click on it ( H ) to
launch the utility.
B AIC Usb Ultralock
Usk UltraLock Remote
Ush Ultralock Utility
E Uzer Manual
2. Enter the password in the respective field and click OK.
loT Studie Utility Login x
Password:
Cancel
e " Note:
\ 1. Use the default Password: 0000 to log in if you are
. logging in for the first time.
2. Remember to change the password frequently and
keep it in a safe place to avoid hacking. Refer to
License for setting the password.
Warning >
| The passwaord is not correct! Please try again.
*A warning message will be prompted if an incorrect password is
entered.
alliotelod M
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3. The GUI of USB UltraLock will be displayed on the screen.

x

Ushk Ultralock Utility: Standard Edition

License
Descript the version information and its features.

s

Keyboard/Mouse Storage Option Import/Export License

Ush UltraLock Version Information

Edition:  Standard Email: Email user@aiotdoud.dev
Version: 1.00.3071 SfM: 1234-5678-ABCDEFGH
Whitelist
Part: Mot support. Web Service: Support.
Keyboard Mouse: Support, Import/Expart: Support.
Storage: Support.
Expiration: Unlimited.
License | | Release License | [ Login Password |

all iot cloud =l
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CHAPTER 2: AIC USB UvwtraLock Basics

AIC USB UltraLock consists 5 pages of information and menus for status
and configurable parameters. Simply click on the respective tab for further
configuration purposes with AIC USB UltraLock.

Ush UltraLock Utility: Standard Edition O x

USB Keyboard/Mouse
Setting USB Keyboard/Mouse Permission
I Keyboard/Mouse Storage Option Import/Export License Iu

KeyboardMouse Whitelist

[JEnable the USE Keyboard Mouse whitelist.

Flease modify your whitelist by dlicking mouse right button.

z Mame Description

—8— ©
Cancel Apply

Item |Description

Menu Bar: Use the cursor to select the desired function menu
for configuration.

Click OK or Cancel to hide the interface in the background.
Click Apply to make the configured parameters take effect. A
message will prompt you with the option to restart the server.
Click on the X button to exit AIC USB Ultralock.

W N
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2.1 White list for “USB Keyboard/Mouse”

Click the check box to enable the USB Keyboard/Mouse White List
function. Right-click to add the available USB keyboard/mouse.

% _ Note: For ACPI, standard PS/2 devices are in the white list
\ by default. If your PC has them, you don't need to select
‘ them. They will not be blocked.
Ush Ultralock Utility: Standard Edition >

USB Keyboard/Mouse
Setting USB Keyboard/Mouse Permission

KeyboardMouse Storage Option Import/Export License

Keyboard Mouse Whitelist

Enable the USE Keyboard Mouse whitelist,

Flease modify your whitelist by dicking maouse right button,

z Mame Description

Whitelist

Add ltems

Del Itemns

Refresh

G| [ ponly

I
[ | ]
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Keyboard/Mouse Selector

Please select which devices you want to add into whilelist,

3 MName Hardware ID

] 00 HID Keyboard Device  HIDWID_046D&PID_C5348REY_2900&MI_00
[] 01 HID-compliantmouse  HIDWID_046D&PID_CS348REY_2900&MI_01&C...

Add

Cancel

Ush UltraLock Utility: Standard Editicn

USB Keyboard/Mouse
Setting USB Keyboard/Mouse Permission

KeyboardMouse Storage Option Import/Export License

Keyboard/Mouse Whitelist

Enable the USE KeyboardMouse whitelist.

Flease modify your whitelist by clicking mouse right button.

# Mame Description

BE00 HID Keyboard Device  HIDWID_D46DSPID_CS348REV_2900%. ..
BEE01 HID-compliant mouse  HIDWID_046DSPID_CS348REV_2900% .,

Cancel

Apply

Copyright © 2023 AIOT CLOUD CORP. All Rights Reserved. 12
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2.2 White list for “USB Storage”

Click the check box to enable the USB Storage White List function.
Right-click to add the available USB Storages. The function will allow
the same model USB Storages for accessing.

Ush UltraLock Utility: Standard Edition x

USB Storage
Setting USB Storage Permission

Keyboard/Mouse Storage  Option  Import/Export  License

Storage Whitelist

Enable the USE Storage whitelist,

Please modify your whitelist by dlicking mouse right button.

F Mame Description

Whitelist

Add ltems

Del ltemns

Rename

Refresh
I e I cel Apply

I
[ | ]
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e . Note: The "Only support specific USB storage" check
\ box is a special function that allows only the specific USB
. storage to be accessed. Other USB storage devices of the

same model will not work.

USEB Storage Selector >

Flease select which devices you want to add into whilelist.

# Mame Instance ID

[] 00 DataTraveler 3.0 USBYWID_09518PID_1666\AC220B280C78B171D0. .
] 01 iConnect mini USBWID_3538%PID_0901\A295581601130200F2

Only support specified USBE storage. Add Cancel

Usb UltraLock Utility: Standard Edition et
> USBE Storage
i" Setting USE Storage Permission

Keyboard/Mouse Storage  Cption  Import/Export  License

Storage Whitelist

Enable the USE Storage whitelist.

Please maodify your whitelist by dicking mouse right button.

B MName Description
[JD DataTraveler 3.0 USBWID_0951&PID_1666\AC2208280C. ..
01 iConnect mini USBWID_3538&PID_0301\A2983816011...

Cancel Apply
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2.3 Option
The Option page is designed for configuring the USB UltralLock Utility.

Usb UltraLock Utility: Standard Edition et

@ Option
@ USE UltraLock Other Configurations

KeyboardMouse Storage  OPton  Import/Export  License

o Web Service {for remote control command)
Enable Web Service

Service Port: 10500

Security Token: | 12345678
9 General Setting

[ automatically start when user logins

Notify event when USE plugin

6 Set as Default

Concel | | tonly

Item | Description

Web Service (for remote command)

1 |ltis for remote control restful service command. You can enable
the Web Service to assign the service port and security token.
General Setting

2 | Automatically start when user Logins
Notify event when USB plugin

Set as Default

Restore to the default options.

Copyright © 2023 AIOT CLOUD CORP. All Rights Reserved. 15 USB UltraLock User Manual
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2.4 Import/Export Function

2.4.1 Export Configurations

Export the USB UltraLock configurations, user can select Keyboard/
Mouse, Storages, and settings.

Export Log File

Export the history log file of all USB activities, including plug, unplug,
blocking, and unblocking.

Examples:

2022/12/05 08:11:32:0965 Plug-in Device: USB\
VID_054C&PID_09C2&REV_0110

2022/12/05 08:11:32:0965 Plug-in Device: USB\
VID_05E3&PID_0743&REV_0819

2022/12/05 08:11:32:0980 Blocking Device: USB\
VID_05E3&PID_0743&REV_0819

2022/12/05 08:11:32:0980 Unplug Device: USB\
VID_05E3&PID_0743&REV_0819

Usb UltraLock Utility: Standard Edition et

& Import/Export
\=D Import/Export USB UltraLock Configurations

Keyboard/Mouse Storage Option Import/Export License

Export Configurations
[Export USE UltraLock configurations:

USE port whitelist,
USE keyboard/mouse whitelist.
1USE Storage whitelist,
Option setting configurations.

[Export Log File Export

Copyright © 2023 AIOT CLOUD CORP. All Rights Reserved. 16 USB UltraLock User Manual
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2.4.2 Import Configurations.

This feature allows user to import the USB UltraLock configurations
from another PC. When the import process is complete, make sure
you click on the "Apply" button to reboot the computer and make it
take effect.

Import Configurations

Please import your USE Ultralock Configurations by left
Import

Concel | | ool
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2.5 License

The License page displays the AIC USB UltraLock Version
Information and the Whitelist. Also, this page allows you to register
the product key.

Usb UltraLock Utility: Standard Edition d

I License
% Descript the version information and its features.

Keyboard/Mouse Storage Option  Import/Export License

Usb UltraLock Version Information

Edition:  Standard Email: Email usen@aiotcloud. dev

Version: 1.00.3071 5/M: 1234-5678-ABCDEFGH
Whitelist

Port: Mot support. Web Service: Support.

Keyboard Mouse: Support, Impart/Export: Suppart.

Storage: Suppart,

Expiration: Unlimited.

o )

License | i Release License i l Login Passward i

Copyright © 2023 AIOT CLOUD CORP. All Rights Reserved. 18 USB UltraLock User Manual
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Item |Description
License
Click License button to enter a valid license email and serial
number. Click OK when done.
Please input serial number: X
Email: “ |
Serial Number: ‘ ‘ = | | = | |
1
A pop-up window appears to remind you to restart the
application.
Information X
The Serial Number has been applied! Please restart this
application!
Release License
2 Click it to release the license key on the current device, then you
can use the license key in the other device.

Copyright © 2023 AIOT CLOUD CORP. All Rights Reserved. 19
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CHAPTER 3: USB UitrRALock REMOTE CONTROLLER

The USB UltraLock offers remote control functions such as KBM On/Off or
Storage On/Off. You can find the program named AIC USB UltraLock / USB
UltraLock Remote ([l ) in the All Programs list, then click it to launch.

B AC Usb Uttralock
Ush Ultralock Remote

Ush Ultralock Utility

=
poF  User Manual
—

Access the IPC equipment you wish to remote by entering its IP address,
service port, and service token in the UltraLock Remote Controller. Select
the desired command you wish to operate, and then click the "Send"
button. Refer to the next page for more detais.

‘R Usb UltraLlock Remote Controller X

Usb Ultralock Settings

Remote IP: |12100.1

Service Port: | 10500 |

Service Token: ‘ 12345678 ‘

Remote Controller

Command: STORAGE_OFF e

KEM_ON
Parameter: KEM OFF Send

STORAGE_ON

Status:
ALLCFG_OM

ALLCFG_OFF
SYS _REBOOT
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‘R Usb UltraLock Remote Controller *

Usb UltraLock Settings

@ renot=: [ 27.0.0.1 |
9 Service Port: | 10500 |
9 Service Token: ‘ 12345678 ‘

Item | Description
Remote IP
1
The IP of the computer you want to remote.
5 Service Port
The numeric value must match the remote computer.
3 Service Token
The numeric value must match the remote computer.

* The description above states that the user controls one remote computer at a time.

Remote Controller
e Command: STORAGE_OFF w

KEM_ON

Parameter: KEM OFF Send
STORAGE ON

Status:
ALLCFG_ON
ALLCFG_OFF
5Y5 _REBOOT

Item |Description

KBM_ON/KBM_OFF

Remotely turn on or off the white list for selected keyboards and
mice.

STORAGE_ON/Storage_OFF

4 | Remotely turn on or off the white list for selected storages.
ALLCFG_ON/ALLCFG_OFF

Remotely turn on or off the white list configurations.
SYS_REBOOT

Remotely boot up your PC.
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